IEC 62948

Edition 1.0 2017-07

INTERNATIONAL
STANDARD

colour
inside

Industrial networks — Wireless communication network and communication
profiles — WIA-FA

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 25.040.40; 35.110 ISBN 978-2-8322-4607-8

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



-2- IEC 62948:2017 © IEC 2017

CONTENTS

FOREWORD ...ttt ettt et e e et ettt et e e et e e et e e et e e et e e et e e et e et e et e et e eaeeans 12
1 ST e o] o 1Y ORI 14
2 NOIMALIVE FEFEIENCES ...ieiiii e ees 14
3  Terms, definitions, abbreviated terms, and conventions.............ccocoviiiiiiiincin i, 14
3.1 Terms and definitioNs. .. ... 14
3.2 AbDbreviated termMS ... .. 17
3.3 L@ 0T 0 V7Y o) o o - S 19

4 D F=1 2= W oTo Lo [ T U PP 20
4.1 OV BV W . e e e e e 20
4.2 Basic data type COAING ...ounie i e 21
4.2.1 INTEGEI COTIMQ. . ittt 21
4.2.2 UNSIGNEA COTIMQG .. ittt 21
4.2.3 [ T F= A o Yo T T S0 22
4.2.4 Octetstring COING ..ovnii e e 23
4.2.5 BitField COOINgG ... 23
4.2.6 BitString COAING . .u i 24
4.2.7 TimeData COAING ..o e 24
4.2.8 KeyData COAING ..o e 25

4.3 Structured data type COAING . ..oouii 25
4.3.1 Structure type COAINgG .. oo i 25
4.3.2 LiSt tyPe COAING .o 25

B W AR A OV IV W e e e 25
5.1 DBV L LY P S it 25
5.1.1 GBNEIAL .. 25
5.1.2 HOSt COMPUL T e 25
5.1.3 GaAtEWAY GEVICE .. ittt e 25
51.4 ACCESS ABVICE . 26
5.1.5 Field Vit oo 26
5.1.6 Handheld deVICe ... 26

5.2 NETWOIK tOPOIOGY ..ottt 26
5.3 Protocol arChit@CtUre ... ... 27

6 SYStemM MaNAgeMENT ..o e 29
6.1 L@ Y=Y Y PP 29
6.2 Device Management Application ProCess..... ..o 30
6.2.1 GBNEIAL . 30
6.2.2 NEtWOIK MaNAGET ...t 32
6.2.3 SECUILY MaANAGET ...t e e et e 32
6.2.4 Network management Module... ..o 32
6.2.5 Security management Mmodule.........cooiiiiiiiii 32
6.2.6 DMARP state MacChines ..o 32

6.3 Addressing and address assSignmeENnt .. ..o 44
6.4 Communication resource alloCation...........coooiiiiiiiii i 45
6.4.1 GBNEIAL .t 45
6.4.2 Communication resource allocation ... 45

6.5 Joining and leave process of field deviCe ..o 46

6.5.1 Join process of a field deviCe ... ... 46



IEC 62948:2017 © |IEC 2017 -3-

6.5.2 Communication resource allocation to field device ..., 47
6.5.3 Leaving process of a field deviCe ..........oouiiiiiiiiii e 48
6.6 Network performance mMonNItOriNg. ..ot 49
6.6.1 Device status report ... ..o 49
6.6.2 Channel condition rePOIt........oonii e 50
6.7 Management information base and Services..........coooiiiiiiiiiin i 50
6.7.1 Management information base ...........ccooiiiiiii i, 50
6.7.2 M B SOV S . et 61
7 e V2] (o= L = 1= 64
7.1 L= o= - ¥ S 64
7.2 General requirements based on IEEE STD 802.11-2012.......ccciiviiiiiiiiiiiiiieeeeen 64
7.3 Additional reqUIrEMENTS ... 65
7.3.1 LY o= = | P 65
7.3.2 FrequUeNnCY Dand.. ..o 65
7.3.3 Channel bitmap ..o 65
7.3.4 LI =1 5T LA oL 1= P 67
7.3.5 DAt FAl e 67
8 DAtA LiNK LAyl .o 67
8.1 L= o =T ¥ S 67
8.1.1 DLL fUNCHIONS .ttt et 67
8.1.2 Protocol architeCture. ... ... 67
8.1.3 WIA-FA SUPEI ramMe ... 68
8.1.4 Communication based on multiple access devices...........cocceevviiiiiiiiiiiniinnenn... 70
8.1.5 Time SYNChroNiZatioN ........couiii e 72
8.1.6 Frame aggregation/disaggregation...........cccoiiiiiiiiiiiiiii e 73
8.1.7 Fragmentation and reassembly ... 74
8.1.8 RetranSMISSION ...t 74
8.2 Data link sub-layer data Services .........cooviiiiii i 77
8.2.1 LY o= = | P 77
8.2.2 DLDE-DATA.request primitive.......ccoouiiii e 77
8.2.3 DLDE-DATA.indication primitive ... 78
8.2.4 Time sequence of DLL data ServiCe .........coovviiiiiiiiiii e, 79
8.3 Data link sub-layer management ServiCes ........cooveiiiiiiiiiii e 80
8.3.1 LY o= = | P 80
8.3.2 NetWOrk diSCOVEINY SEIVICES ...iuiiiiiiiiie e e e 81
8.3.3 Time synchronization ServiCes .........oiiuiiiiiiiii i 83
8.3.4 DeViCE JOINING SEIVICES .uuieiiiii i e e eene e 85
8.3.5 Device status report ServiCes .. .o i 88
8.3.6 Channel condition report SErviCes ...... ..o 90
8.3.7 Remote attribute get ServiCes ... 92
8.3.8 Remote attribute set services ... 96
8.3.9 DeVvice 1€aVIiNG SEIVICES ...t e 100
8.4 DLL frame formats ..o 102
8.4.1 General frame format. ... ..o 102
8.4.2 Date frame format. ... ..o 103
8.4.3 Aggregation frame format ... 104
8.4.4 NACK frame format ... 104
8.4.5 GACK frame format ... 104

8.4.6 Beacon frame format ... 105



-4 - IEC 62948:2017 © IEC 2017

8.4.7 Join request frame format ... ... 106
8.4.8 Join response frame format ..o 106
8.4.9 Leave request frame format...........ccoooiiiiiii i 106
8.4.10 Leave response frame format ... 106
8.4.11 Device status report frame format............ccoooiiiiiiiii 106
8.4.12 Channel condition report frame format............... 107
8.4.13 Time synchronization request frame format ................cooiiiii i, 107
8.4.14 Time synchronization response frame format.............cooooi, 107
8.4.15 Remote attribute get request frame format...............co 107
8.4.16 Remote attribute get response frame format..............ccoooiiiiiiiiiiiinn 108
8.4.17 Remote attribute set request frame format................. 108
8.4.18 Remote attribute set response frame format ..............ccooiiiiiii 109
8.5 Data link layer state machines ... 109
8.5.1 DLL state machine of access deviCe .........oooiiiiiiiiiii e 109
8.5.2 DLL state machine of field device .........ccooiiiiiiiii 117
8.5.3 Functions used in DLL state machines...........c.ooooiii e 123
9  Wired specifications between GW and AD ..o 124
9.1 OV BV W . e e 124
9.2 JOin process Of aCCESS ABVICE......iuiiii i 124
9.3 Frame formats between GW and AD ... 124
9.4 Communication based on multiple access device...........oooviiiiiiiiiiiiiiieiiee, 127
O N o o o= 4o} o T 1= - P 127
O B O 1Y T PP 127
10.2 AL ProtocCol StacCK ......oeie e 127
T0.3 AL fUNCHONS et 128
10.3.1 Data fUNCHIONS ..o e 128
10.3.2 Management fUNCHIONS ... ..o e 128
10.3.3 Communication MOAEIS.......couiiiiii e 129
10.4  Application data .. ... 129
10.4.1 L= a1 =Y PPN 129
10.4.2 Attribute data. ... 129
10.4.3 ProCess data ... 129
10.4.4 EVent data ... 130
10.5  User appliCation proCeSS . ..ou i 131
10.5.1 L= a1 =Y PPN 131
10.5.2 User application object ... ..o 132
10.5.3 10 data image on gateway deVICEe .......couiiiiiiiii e 132
10.5.4 Alarm MeChaniSM .. 133
10.5.5 Application configuration......... ... 134
O I Y o o] [oF= 14 o] g J=Y=Y ¥/ 7= - T 140
10.6.1 Confirmed services and unconfirmed services ..o, 140
10.6.2 REAA SEIVICE ..o 141
10.6.3 W SIVICE i 143
10.6.4 PUDIISN SEIVICE . ceieiii e 144
10.6.5 REPOIM SEIVICE ot 145
10.6.6 RepOrt ACK SEIVICE ... 146
10.6.7 SHAM SEIVICE Lot 147
10.6.8 S O SOIVICE et 148

10.7  Application sUD-layer ... 149



IEC 62948:2017 © |IEC 2017 -5-

10.7 1 L Y Y= 149
10.7.2 ASL data SEIVICE ..ieiiiiii e 149
10.7.3 ASL ManagemeNnt SEIVICE .....iuiiei et 152
10.7.4 ASL message format ... 153

L TS 1= Tod U [ 1 Y/ PPN 172
R O 1= 4 = - | PP 172
11.1.1 Security management architecture............cooooiiiiiii 172
11.1.2 Security FUNCHONS ....ui e 174
11.1.3 L= PPN 174

T1.2  SECUNTY SEIVICES ottt 175
11.2.1 L= a1 =Y PN 175
11.2.2 Key establisSh ServiCe . ... 175
11.2.3 Key UPdate SEIVICE .....coeiiiiii e 178
11.2.4 SeCUrity alarm SEIVICE ....cuuiiiiii e 180
T1.3 S BCUME JOIM ot 181
11.3.1 L= a1 =Y PPN 181
11.3.2 Secure join process Of FD ... 182
T1.4  Key ManagemeEnt ... . ettt 183
11.4.1 L= a1 =Y PPN 183
11.4.2 Key establish proCess ... ... 183
11.4.3 KEY UPAate PrOCESS ..ot 184
11.5 DLL secure communiCation ... .. ..o 186
T1.6  SECUIILY @larmi. o 187
11.7  Secure frame fOrmMat .. ... e 187
11.7.1 General secure DLL frame format ..., 187
11.7.2 Secure aggregation frame format.............oooi i, 188
11.7.3 Key establish request frame format..............ooo 188
11.7.4 Key establish response frame format...............coooiiiiiiiii i, 189
11.7.5 Key update request frame format.............o 189
11.7.6 Key update response frame format ... 189
11.7.7 Security alarm request frame format............coooiiiiii 190
Annex A (informative) Security strategy for WIA-FA network ..., 191
A1 Risk analysis for WIA-FA NEIWOIK .......couiiiiiiiie e 191
A.2 Security principles for WIA-FA network ... ... 191
A.3 Security objectives for WIA-FA network ..o, 191
A.4 Security grade of WIA-FA NetWOrk ......cooiiiiii e 191
Annex B (informative) Regional modification for compliance with ETSI standards .............. 193
B.1 LT =Y o =T ¥ P 193
B.2 Compliance with ETSI EN 300 440-2 V1.4.1 oo 193
B.3 Compliance with ETSI EN 300 328V 1.9. 7. . i e 193
(710 1Yo = o1 4 /28 S 197
Figure 1 — Conventions used for state machines ... 19
Figure 2 — INteger COING c.uiniiiiie e et et e e et e et e e et e e e aaenns 21
Figure 3 — UNSigned COQING ..o e et e e e et e e et e eeaaenas 21
Figure 4 — Single float COAING ....cuniiii e 22
Figure 5 — Double float COdING ...c.uiiniii e 23

Figure 6 — WIA-FA redundant star tOp0logy ...c.oeieiiie e 27



-6- IEC 62948:2017 © IEC 2017

Figure 7 — OSI basic reference model mapped to WIA-FA ... 27
Figure 8 — Protocol architecture of WIA-FA . ... 28
Figure 9 — Data flow over WIA-FA NetWOIK.......cceniiiiiie e 29
Figure 10 — System management SChEmME ... ... 29
Figure 11 — DMAP of management System ... ..o 30
Figure 12 — DMAP state machine of gateway deviCe ..........cooiiiiiiiiiiiiiii e, 33
Figure 13 — DMAP sub-state machine of gateway device for each field device...................... 33
Figure 14 — DMAP state machine of a field device ... 37
Figure 15 — DMAP state machine of an access deviCe ..........ooiiiiiiiiiiiii 40
Figure 16 — Long address structure of deviCe.........cooiiiiiiiiiiii e, 45
Figure 17 — Join process of field deVICE ........oiuiiiii e 47
Figure 18 — Communication resource allocation process for a field device .................c..c. 48
Figure 19 — Passive leave process of a field device ... 49
Figure 20 — Device status report process of field device ..........ccoiiiiiiiiiiiiiiii i, 49
Figure 21 — Channel condition report process of field device ............coooiiiiiiiiiiiii, 50
Figure 22 — BitMap format.... ... e 66
Figure 23 — WIA-FA DLL protocol architecture ..........coiiiii e 68
Figure 24 — The template of timesIot..... ... 68
Figure 25 — WIA-FA default SUPErframe ........cooiiiiii e 69
Figure 26 — WIA-FA SUPEIramMe . .. oo 70
Figure 27 — The example of WIA-FA devices multi-channel communication........................... 70
Figure 28 — An example of beacon communication based on multiple ADs...........c.cceeiinninl. 71
Figure 29 — Process of one-way time synchronization..............coooiii 72
Figure 30 — Process of two-way time synchronization ..o 73
Figure 31 — Aggregation frame payload format...........cooo i 74
Figure 32 — Example of NACK-based retransmission mode............ccccoviiiiiiiiiiiiiiiiiieieeeeee, 75
Figure 33 — Example of multi-unicast retransmission mode ............cccoviiiiiiiiiiii i, 76
Figure 34 — Example of multi-broadcast retransmission mode............c..ocooiiiiiiiin s 76
Figure 35 — Example of GACK-based timeslot backoff mode ..., 77
Figure 36 — Time sequence of period data service from FD to GW ...........coooiiiiiiiiiiinnens 79
Figure 37 — Time sequence of other data service from FD to GW............oiiiiiiiiiiiiinns 80
Figure 38 — Time sequence of data service from GW to FD........cooooiiiiiiiii e 80
Figure 39 — NetWork diSCOVEIY PrOCESS .. . it ittt e e e et e e e e eenas 82
Figure 40 — Time synCchronization PrOoCESS .......iuiiiiiii e eenas 85
Figure 41 — DEVICE JOIN PrOCESS ...uitnii ittt et et et et et e en e enes 88
Figure 42 — Device status report ProCeSS ... i i 90
Figure 43 — Channel condition report PrOCESS ...iuuin i 91
Figure 44 — Remote attribute get proCess .....ooviiiiii i 96
Figure 45 — Remote attribute Set proCess. ... ..o 100
Figure 46 — DEVICE 18AVE PrOCESS ...uuiiiiiii ettt et 101
Figure 47 — General frame format ...........ooiiiiii i 102
Figure 48 — DLL frame NEader ....oou i 102

Figure 49 — DLL frame control format........ ..o 102



IEC 62948:2017 © |IEC 2017 -7 -

Figure 50 — DLL Date frame format....... ..o 103
Figure 51 — DLL Aggregation frame format ............ccooiiiiiii e 104
Figure 52 — NACK frame format........ccoiiiiiiii e 104
Figure 53 — NACK information ... 104
Figure 54 — GACK frame format. ... ... 104
Figure 55 — GACK _Struct STruCtUIe ........oiiii e 104
Figure 56 — DLL Beacon frame format...........coouiiiiiiiii e 105
Figure 57 — Shared timeslot CoOUNt ... ..o 105
Figure 58 — DLL join request frame format ....... ..o 106
Figure 59 — DLL join request frame format............coooiiiiiii e 106
Figure 60 — DLL leave request frame format ...........coooiiiiiiii e 106
Figure 61 — DLL leave response frame format...........cooiiiiiiii e 106
Figure 62 — DLL Device status report frame format ... 106
Figure 63 — DLL Channel condition report frame format ...............c.cooiiiiiii i 107
Figure 64 — DLL time synchronization request frame format.................ccooiiiiiiiiin e, 107
Figure 65 — DLL time synchronization response frame format ................coooin, 107
Figure 66 — DLL Remote attribute get request frame format......................... 108
Figure 67 — DLL remote attribute get response frame format.................coooiiiiiiiiiiiin e, 108
Figure 68 — DLL Remote attribute set request frame format ..................ooooiiii 109
Figure 69 — DLL remote attribute set response frame format........................... 109
Figure 70 — DLL state machine of access deviCe..........oooiiiiiiiiiiiiii e, 110
Figure 71 — DLL state machine of field deVviCe ..o 118
Figure 72 — General frame format between GW and AD .........cccoiiiiiiiiiii e 124
Figure 73 — AL within the protocol architecture of WIA-FA ... .o 128
Figure 74 — The relationships between UAPs and DAPS .......coiiiiiiiiiii e, 132
Figure 75 — User application objects in a field deviCe..........cccoeiiiiiiiiiiiiiii e 132
Figure 76 — Example of |0 data images on the gateway device............ccoooviiiiiiiiiiininenn.. 133
Figure 77 — C/S VCR relationships between GW and FDS..........ccooiiiiiiiiiiiieee, 136
Figure 78 — P/S VCR relationships between GW and FDS .........ccooiiiiiiiiiiiiccee 137
Figure 79 — R/S VCR relationships between GW and FDS..........cccooiviiiiiiiiiiii e 138
Figure 80 — Application configuration procedure for a field device............coccoeiiiiiiiiinnnn.. 139
Figure 81 — Example of UAO data aggregation and disaggregation process........................ 140
Figure 82 — Read request message format..........ccoiiiiiiiii i 141
Figure 83 — Read positive response message format............cooiiiiiiiiiiii i 142
Figure 84 — Read negative response message format............coooiiiiiiiiiii 142
Figure 85 — REaAd SEIVICE PrOCESS ....uiiiiii ittt 143
Figure 86 — Write request message format..........ccoooiiiiiiiii i 143
Figure 87 — Write negative response message format.............ccooiiiiiiiiiii i 143
Figure 88 — Write SErViCe PrOCESS ..ouuiiiiii ettt 144
Figure 89 — Publish request message format ... 145
Figure 90 — Publish process from FD t0 GW ... 145
Figure 91 — Publish process from GW t0 FD .....ccoiniiniiiii e 145

Figure 92 — Report request message format ... 145



-8- IEC 62948:2017 © IEC 2017

Figure 93 — Report SErviCe PrOCESS ... . i 146
Figure 94 — Report ACK request message format ...........cooiiiiiiiiiiii e 146
Figure 95 — Report ACK positive response message format..............cooooviiiiiiiiiiiiinin e 146
Figure 96 — Report ACK negative response message format..............coooiiiiiiiiiinineenn. 147
Figure 97 — Report ACK SerViCE PrOCESS .. .t i et e e e enas 147
Figure 98 — Start SEIrviCe PrOCESS ... ..iiuiiiiiiii e eas 148
Figure 99 — STOP SEIVICE PrOCESS ....cuiitiii ittt e e e e e e e e eneeas 149
Figure 100 — ASL general message format ....... ..o 153
Figure 101 — Format of Message control field ... 153
Figure 102 — Confirmed application service primitives among layers..............cccceeviiiinnenn... 155
Figure 103 — Unconfirmed application service primitives among layers .............cc.cooeevenenn... 156
Figure 104 — ASL management service primitives between ASL and UAP..................oeie. 156
Figure 105 — State transition diagram of AMCL ... 157
Figure 106 — State transition diagram of AMSYV ... 159
Figure 107 — State transition diagram of AMPB ..........ccoiiiiii e 162
Figure 108 — State transitions diagram of AMSB ... 165
Figure 109 — State transitions diagram of AMRS ... 168
Figure 110 — State transitions diagram of AMRK ... 169
Figure 111 — Security management architecture ..o 173
Figure 112 — Life CYCle Of KeYS. ..o 175
Figure 113 — Format of NONGCE ... 176
Figure 114 — Time sequence of key establishment ... 178
Figure 115 — Time sequence of key updating .........ccoiiiiiiiiii e 180
Figure 116 — SecAlarmt_Struct struCture ... 180
Figure 117 — Time sequence of security alarm ... 181
Figure 118 — Secure join process of field deViCe .........ccoiviiiiiiii e 183
Figure 119 — Key establish process for field device............cooiiiiiiiiiiii e 184
Figure 120 — Key update state machine for FD ... 185
Figure 121 — General secure DLL frame format...........coooiiiiiiii e, 187
Figure 122 — Secure aggregation frame format .............coooiiiiiiii i 188
Figure 123 — Key establish request frame format ... 189
Figure 124 — Key establish response frame format.............cooiii 189
Figure 125 — Key update request frame format ............coooiiiiiiiiiii e 189
Figure 126 — Key update response frame format.............oooiiiiiiiiiiiii e 189
Figure 127 — Security alarm request frame format..............oooi 190
Figure B.1 — Timeslot timing template ... 194
Table 1 — Conventions used for state transitions...........c.ocoiiiiiiii i 20
Table 2 — INteger16 COAING ...uuiiiiei et 21
Table 3 — UNSIigNed 16 COAING .. ...t 22
Table 4 — OCtetstring COAING ...onini e e e e e e 23
Table 5 — Coding of BitField8 data with one octet ............cooiii i, 24

Table 6 — Coding of BitField16 data with two octets ..., 24



IEC 62948:2017 © |IEC 2017 -9-

Table 7 — Coding of BitField24 data with three octets..........ccooiiiiii 24
Table 8 — BitsString COAING ..ouini e e 24
Table 9 — Network management fUNCHONS ..ot 31
Table 10 — Security management fuNCHONS ... ... 31
Table 11 — DMAP state transition of gateway deviCe ..o, 33
Table 12 — DMAP sub-state transition of gateway device for each field device...................... 34
Table 13 — DMAP state transition of a field deviCe ..o, 37
Table 14 — DMAP state transition of an access device ... ..o, 40
Table 15 — Functions used in DMAP state machines ..., 43
Table 16 — Unstructured attributes ... 51
Table 17 — Structured attribUutes .. ... 54
Table 18 — Superframe_StructStructure ... 54
Table 19 — Link_Struct Structure ... .. ... e 55
Table 20 — ChanCon_Struct SIrUCTUIe .........ii e 56
Table 21 — Device _Struct STrUCIUIE. ..o e 56
Table 22 — Key_Struct STrUCIUIe ... 57
Table 23 — VCrEP_StructStructure ... .. ..o e 58
Table 24 — UAOCIassDesC_Struct StruCture ..........coooviiiiiiiiii e 59
Table 25 — ProDataDesc_Struct StruCture..........oooiiiiiiii e 60
Table 26 — UAOInstDesc_Struct Structure ..o 61
Table 27 — DMAP-MIB-GET.request parameters ... ... 62
Table 28 — DMAP-MIB-GET.confirm parameters ............oouiiiiiiiiie e 62
Table 29 — DMAP-MIB-SET.request parameters .........cc.oiuiiiiiiiiiiie e 63
Table 30 — DMAP-MIB-SET.confirm parameters....... ..o 64
Table 31 — PHY protocol SeleCtion ... e 64
Table 32 — Coding of Modulation MOAES ......ccuiiiiiiiii e 66
Table 33 — Channel INAICES ... et 66
Table 34 — Data rate ... e 67
Table 35 — Parameters of timeslot template ... 69
Table 36 — DLDE-DATA.request primitive parameters..........coooviiiiiiiiiiiic e 78
Table 37 — DLDE-DATA.indication primitive parameters............ccooviiiiiiiiiiii e 79
Table 38 — ManagemMeENnt SEIVICES ... ...t 81
Table 39 — DLME-DISCOVERY.request parameters.........cocuoeiiiiiiiiiiiiceee e 81
Table 40 — DLME-DISCOVERY.confirm parameters.........ccccouiiiiiiiiieiic e 82
Table 41 — BeaconDescription_Struct parameters....... ... 82
Table 42 — DLME-TIME-SYN.indication parameters ..o 83
Table 43 — DLME-TIME-SYN.response parameters........cc.oeueiueiuiiiiiiieiieeeeeeeeeeeeaee e e 84
Table 44 — DLME-TIME-SYN.confirm parameters .........cccoeuiiiiiiiiiie e 84
Table 45 — DLME-JOIN.request parameters ... ..o 86
Table 46 — DLME-JOIN.indication parameters....... ..o 86
Table 47 — DLME-JOIN.response parameters .......cc.iiuiiiiiiiiiii e enees 87
Table 48 — DLME-JOIN.confirm parameters ..........coouiiiiiiiiiii e 87

Table 49 — DLME-DEVICE-STATUS.request parameters ..........cooooiiiiiiiiiiiieeee 89



-10 - IEC 62948:2017 © IEC 2017

Table 50 — DLME-DEVICE -STATUS.indication parameters .............cooiiiiiiiiiiiiiiiee, 89
Table 51 — DLME-DEVICE -STATUS.confirm parameters ............cccoviiiiiiiiiiii e, 89
Table 52 — DLME-CHANNEL-CONDITION.request parameters ...........cocceeveeiiiiiiieineeen, 90
Table 53 — DLME-CHANNEL-CONDITION.indication parameters ..............ccoooiiiiiiiiiininan. 91
Table 54 — DLME-CHANNEL-CONDITION.confirm parameters .............coooiiiiiiiiiiii. 91
Table 55 — DLME-INFO-GET.request parameters ..........oouiveiiiiiiiee e 92
Table 56 — DLME-INFO-GET.indication parameters ..........ccceuiiiiiiiiiieeeeeee e 93
Table 57 — DLME-INFO-GET.response parameters.........c.ooeioiiiiiiiiee e 94
Table 58 — DLME-INFO-GET.confirm parameters ....... ..o 95
Table 59 — DLME-INFO-SET.request parameters........cc.ovuiiiiiiiieee e 97
Table 60 — DLME-INFO-SET.indication parameters ..........cccoeiiiiiiiiiiie e 98
Table 61 — DLME-INFO-SET.response parameters .........c.ooeiiiiiiiiieie e 98
Table 62 — DLME-INFO-SET.confirm parameters ... ... 99
Table 63 — DLME-LEAVE.request parameters........oooouiiiiiiiiee e 100
Table 64 — DLME-LEAVE.confirm parameters .........cco.viiiiiiiiii e 101
Table 65 — Frame type COING ... ..ouuii e e 103
Table 66 — Addressing mode subfields ... ... 103
Table 67 — DLL state transition of access deviCe .........coiiiiiiiiiiiiii e 110
Table 68 — DLL state transition of field deviCe..........ciiiiiiiiii i 118
Table 69 — Functions used in DLL state machines ......... .o 124
Table 70 — Frames between GW and AD ... e 125
Table 71 — Payload of AD join request frame ..........cooiiiiii i, 126
Table 72 — Payload of AD join response frame.........cc.oiiiiiiiiii i 126
Table 73 — Payload of GW requesting AD to send GACK ... 127
Table 74 — Definition of GACKINfO_Struct ... ... 127
Table 75 — Payload of GW requesting AD to send NACK ..., 127
Table 76 — Communication models between gateway device and field devices ................... 129
Table 77 — EventData definition ... 130
Table 78 — UAO events definitions ... 131
Table 79 — VCR attribute configuration for a field device ...........ccooiiiiiii i, 135
Table 80 — Application services used bY UAPS ... 141
Table 81 — Error code definition for Read negative response message ...........ccooceveevneennnen. 142
Table 82 — Error code definition for Write negative response message ..............cccceevevvinnnnn. 144
Table 83 — Error code definition for Report ACK negative response ...........ccceeeeeviiiiinninnennn. 147
Table 84 — ASLDE-DATA.request primitive parameter definitions....................... 150
Table 85 — ASLDE-DATA.indication primitive parameter definitions ... 150
Table 86 — ASLDE-DATA.response primitive parameter definitions .................cccoiiiinnil 151
Table 87 — ASLDE-DATA.confirm primitive parameter definitions...................cooovininn. 151
Table 88 — ASLME-VcrActive.request primitive parameter definitions...................... 152
Table 89 — ASLME-VcrDeactive.request primitive parameter definitions.............................. 152
Table 90 — ASLME-SignalEvent.request primitive parameter definitions.............................. 153
Table 91 — Service Identifier subfield definition ............cc.ooi i 154

Table 92 — Message Type subfield definition.............o 154



IEC 62948:2017 © |IEC 2017 -1 -

Table 93 — Confirmed service primitives exchanged between ASL and other layers ............ 155
Table 94 — Unconfirmed service primitives exchanged between ASL and other layers......... 156
Table 95 — ASL management service primitives between ASL and UAP................cocoiiinll 157
Table 96 — State transition table of AMCL ... e 158
Table 97 — State transition table of AMSV ... 160
Table 98 — State transition table of AMPB ... 162
Table 99 — State transitions table of AMSB ... 166
Table 100 — State transitions table of AMRS ... e 169
Table 101 — State transitions table of AMRK ... e 170
Table 102 — All Functions used in ASLM ... 171
Table 103 — Parameters for KEY-ESTABLISH.request .........cooiiiiiiiiiiee e, 176
Table 104 — KeyMaterial_Struct structure ... 176
Table 105 — Parameters for KEY-ESTABLISH.indication ..o 177
Table 106 — Parameters for KEY-ESTABLISH.reSponse ......ccccoviiiiiiiiiieieeieeee e, 177
Table 107 — Parameters for KEY-ESTABLISH.confirm ..o 177
Table 108 — Parameters for KEY-UPDATE.request ..o 178
Table 109 — Parameters for KEY-UPDATE.indication............ccooiiiiiieeeeee 179
Table 110 — Parameters for KEY-UPDATE.F€SPONSE .....uivuiineiiiiiiieeeeeee e 179
Table 111 — Parameters for KEY-UPDATE.confirm ..o 179
Table 112 — Parameters for SEC-ALARM.request ... 180
Table 113 — Parameters for SEC-ALARM.indication............coooiiii e 181
Table 114 — Key update States .. ..o e 184
Table 115 — Key update state transition ..., 185
Table 116 — Keys used in DLL secure communication...........cc.cciiiiiiiiiiiiiii e 186
Table 117 — Available security levels for DLL ..o 188
Table A.1 — Security grades for WIA-FA NetWOrK.........oouiiiiiiiiiee e, 192
Table B.1 — Applicable EN 300 440-2 requirements list..........ocoiiiiiiiii e, 193
Table B.2 — Applicable EN 300 328 requirements list ..o 194
Table B.3 — Timeslot timing definitions and calculations...........c...coooiiii 195
Table B.4 — TxMaxPHYPacket of FHSS ... ..o 195
Table B.5 — TxMaxPHYPacket of DSSS/HR-DSSS.......c.oiiiiii e 195

Table B.6 — TXMaxMPDU of OFDM ... 196



1)

2)

3)

4)

5)

6)

7)

8)

9)

-12 - IEC 62948:2017 © IEC 2017

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL NETWORKS -
WIRELESS COMMUNICATION NETWORK
AND COMMUNICATION PROFILES - WIA-FA

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62948 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation. The text of this standard is based on the following documents:

This first edition cancels and replaces the IEC PAS 62948 published in 2015. This edition
constitutes a technical revision.

The text of this standard is based on the following documents:

FDIS Report on voting
65C/877/FDIS 65C/885/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
the stability dateindicated on the IEC website under "http://webstore.iec.ch" in the data related
to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.

The contents of the corrigendum of March 2021 have been included in this copy.
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1 Scope

This International Standard specifies the system architecture and communication protocol of
WIA-FA (Wireless Networks for Industrial Automation — Factory Automation) based on
IEEE STD 802.11-2012 physical layer (PHY).

This document applies to wireless network systems for factory automation measuring,
monitoring and control.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 61588, Precision clock synchronization protocol for networked measurement and control
systems

IEEE STD 802.11-2012, IEEE Standard for Information technology — Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) specifications
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